| SOLUTION BRIEF

Trend Micro

HEALTHCARE SECURITY SOLUTIONS

Protecting human lives is the job of healthcare organizations.
Protecting the digital lives of their patients is ours.

With FBI warnings about cyberattacks against healthcare organizations, the FDA's concern
about insecure medical devices, and complex regulatory requirements, such as GDPR, you

may be facing significant challenges when it comes to protecting patients' private information.

At Trend Micro, we understand the healthcare industry’s unique security requirements, and
we provide layered solutions that fit your existing infrastructure, won't strain your IT resourc-
es, and will grow and change in step with your evolving IT strategy.

Detect breaches caused by targeted attacks, unsecured medical devices, and security gaps. Trend
Micro Network Defense helps you detect, analyze, and respond to network breaches, targeted
attacks, and advanced persistent threats. Trend Micro™ Deep Discovery—the heart of the Network
Defense solution—achieved the top score in the 2017 NSS Labs Breach Detection tests, and has
been named a "Recommended" Breach Detection System for 4 years in a row.

* Secure all of your end users as they use tablets, smartphones, legacy systems (such as devices
running Windows XP), and kiosks. Trend Micro User Protection has consistently achieved the best
overall performance and the lowest false-positive rates according to AV-Test.org. With proactive
monitoring of all personally identifiable information, you can significantly reduce the risks
associated with data loss—a critical security and business concern for healthcare organizations.

* Protect Patient Portals and other critical applications even as you move toward cloud- based
server deployments. Trend Micro's Hybrid Cloud Security provides advanced server security
that was purpose-built for physical, cloud, virtual, and hybrid deployments. Since 2009, the
independent analysts at IDC have ranked Trend Micro as the global leader in server security.

With Trend Micro
solutions, we see
which types of threats
we are facing and can
quickly resolve them
before they affect our
system. This makes
us very confident with
our HIPAA, FERPA,
and PCl

compliance audits.

Jaime Parent,

Associate CIO, Vice President IT
Operations at Rush University
Medical Center
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All of our solutions are powered by XGen™ security, a blend of cross-generational threat
defense techniques that protect servers and applications across the modern data center and
the cloud - all while preventing business disruptions and helping with regulatory compliance.

Our smart, optimized, and connected technology ensures that everything is working
together to give you visibility and control across the evolving threat landscape.

SMART. OPTIMIZED. CONNECTED.

When you deploy Trend Micro's User Protection, Hybrid Cloud Security, and Network
Defense, your organization's network, endpoints, and servers will be protected with one
integrated security framework.

Trend Micro™ Control Manager™ provides a centralized management console that gives

you total, unified visibility across your entire security infrastructure—making it simple for
small security teams to monitor and respond to security concerns across the organization
with minimal resources. You will be able to protect user financial and health data, prevent
breaches and data loss, and secure end-user behaviors and endpoint devices, making it easy
to comply with requlatory requirements, such as GDPR, HIPAA, HITECH, PCI DSS, and more.

To give you the best protection against today's threats, Trend Micro™ Smart Protection
Network™ delivers proactive global threat intelligence against zero-hour threats by:

» Using big-data analytics to examine data from hundreds of millions of sensors around the
globe, and processing more than 16 billion threat queries daily

» |ldentifying new threats fifty times faster than average, according to recent tests conducted
by NSS Labs

» Blocking 1Billion ransomware attacks, and identifying 500,000 new threats, each and every
day

To read success stories from our healthcare customers, and for more information on how
Trend Micro can help your organization meet its obligation to secure patient data and protect
critical corporate information, please visit:

http://www.trendmicro.com/us/business/industries/healthcare/index.html

I you'd like to discuss how to tailor a Trend Micro security solution to meet your specific
needs, please contact us by visiting:

http://www.trendmicro.com/us/about-us/contact/index.html
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With a network like
ours, spread across
the entire country,
being able to secure
mobile and desktop
devices under one
platform simplifies
the security for

our network and
iImproves our team'’s
productivity.

Greg Bell,
IT Director at DCI Donor Services

For us, Trend Micro
is at the top of its
game when it comes
to virtualization
security—I believe no
one can touch them.

David Kelly,
Virtualization Manager at

Beaumont Hospital
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